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Important Notice

Due to the nature of wireless communications, transmission and reception of data can never be
guaranteed. Data may be delayed, corrupted (i.e., have errors) or be totally lost. Although significant
delays or losses of data are rare when wireless devices such as the Sierra Wireless modem are used
in a normal manner with a well-constructed network, the Sierra Wireless modem should not be used
in situations where failure to transmit or receive data could result in damage of any kind to the user or
any other party, including but not limited to personal injury, death, or loss of property. Sierra Wireless
accepts no responsibility for damages of any kind resulting from delays or errors in data transmitted or
received using the Sierra Wireless modem, or for failure of the Sierra Wireless modem to transmit or
receive such data.

Safety and Hazards

Do not operate the Sierra Wireless modem in areas where cellular modems are not advised without
proper device certifications. These areas include environments where cellular radio can interfere such
as explosive atmospheres, medical equipment, or any other equipment which may be susceptible to
any form of radio interference. The Sierra Wireless modem can transmit signals that could interfere
with this equipment. Do not operate the Sierra Wireless modem in any aircraft, whether the aircraft is
on the ground or in flight. In aircraft, the Sierra Wireless modem MUST BE POWERED OFF. When
operating, the Sierra Wireless modem can transmit signals that could interfere with various onboard
systems.

Note: Some airlines may permit the use of cellular phones while the aircraft is on the ground and the door
is open. Sierra Wireless modems may be used at this time.

The driver or operator of any vehicle should not operate the Sierra Wireless modem while in control of
a vehicle. Doing so will detract from the driver or operator’s control and operation of that vehicle. In
some states and provinces, operating such communications devices while in control of a vehicle is an
offence.

Limitations of Liability

This manual is provided “as is”. Sierra Wireless makes no warranties of any kind, either expressed or
implied, including any implied warranties of merchantability, fithess for a particular purpose, or
noninfringement. The recipient of the manual shall endorse all risks arising from its use.

The information in this manual is subject to change without notice and does not represent a
commitment on the part of Sierra Wireless. SIERRA WIRELESS AND ITS AFFILIATES
SPECIFICALLY DISCLAIM LIABILITY FOR ANY AND ALL DIRECT, INDIRECT, SPECIAL,
GENERAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR EXEMPLARY DAMAGES INCLUDING,
BUT NOT LIMITED TO, LOSS OF PROFITS OR REVENUE OR ANTICIPATED PROFITS OR
REVENUE ARISING OUT OF THE USE OR INABILITY TO USE ANY SIERRA WIRELESS
PRODUCT, EVEN IF SIERRA WIRELESS AND/OR ITS AFFILIATES HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES OR THEY ARE FORESEEABLE OR FOR CLAIMS BY ANY
THIRD PARTY.

Notwithstanding the foregoing, in no event shall Sierra Wireless and/or its affiliates aggregate liability
arising under or in connection with the Sierra Wireless product, regardless of the number of events,
occurrences, or claims giving rise to liability, be in excess of the price paid by the purchaser for the
Sierra Wireless product.

Customer understands that Sierra Wireless is not providing cellular or GPS (including A-GPS)
services. These services are provided by a third party and should be purchased directly by the
Customer.
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SPECIFIC DISCLAIMERS OF LIABILITY: CUSTOMER RECOGNIZES AND ACKNOWLEDGES
SIERRA WIRELESS IS NOT RESPONSIBLE FOR AND SHALL NOT BE HELD LIABLE FOR ANY
DEFECT OR DEFICIENCY OF ANY KIND OF CELLULAR OR GPS (INCLUDING A-GPS)
SERVICES.

Copyright

© 2013 Sierra Wireless. All rights reserved.

Trademarks

Sierra Wireless®, AirPrime®, AirLink®, AirVantage® and the Sierra Wireless logo are registered
trademarks of Sierra Wireless.

Watcher® is a registered trademark of Netgear, Inc., used under license.
Windows® and Windows Vista® are registered trademarks of Microsoft Corporation.

Macintosh® and Mac OS X°® are registered trademarks of Apple Inc., registered in the U.S. and other
countries.

QUALCOMM® is a registered trademark of QUALCOMM Incorporated. Used under license.

Other trademarks are the property of their respective owners.

Contact Information

Phone: 1-604-232-1488
Sales Desk: | Hours: 8:00 AM to 5:00 PM Pacific Time
E-mail: sales@sierrawireless.com

Sierra Wireless

13811 Wireless Way
Richmond, BC

Canada V6V 3A4

Post:

Technical Support: | support@sierrawireless.com

RMA Support: | repairs@sierrawireless.com

Fax: | 1-604-231-1109

Web: | www.sierrawireless.com

Consult our website for up-to-date product descriptions, documentation, application notes, firmware
upgrades, troubleshooting tips, and press releases: www.sierrawireless.com
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1: Overview

A GSM-R Network monitoring feature can be activated on MRM to record GSM measurement and
Layer 3 protocol messages. Serving and Neighbors cells parameters are collected periodically in idle
mode, listener mode and dedicated mode whereas layer messages are logged synchronously.

The feature offers a record mode and a live tracing mode. Depending on the selected mode, collected
data can be stored into MRM internal memory of 10 MBytes and recovered later by FTP/ USB link or if
live tracing mode is selected then the data are transmitted in real time on Ethernet/USB interface to a
connected computer.

This feature uses a proprietary but fully documented protocol allowing the user to either use
SierraWireless dedicated application or build its own tool.

Purpose of this document is to help user to configure and handle the OT Feature on MRM.

4134048 1.01 Feb 20, 2014



2. List of References

[1] 2174004 SGCM HPRM1 OT interface protocol specification
[2] SCOT User Manual
[8] 5620.1-154-72222 - MRM GPRM1 User Guide - Ed 01.doc

2174004 SGCM HPRM1 OT interface protocol specification 1.01Error! Reference source not found.
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3. Generalities

3.1. Communication Mode

There are three different sets of GSM parameters to trace, depending on the following
communication modes:

e ldle mode: Default mode when no communication is ongoing.

e Dedicated mode: mode when a communication is ongoing.

» Listener mode: mode specific to ASCI feature, when the user is listener in a group/broadcast
call.

3.2. Tracing Mode:

The MRM OT can be configured according to environment constraint of the trace session. It can be
connected to a PC for Live Tracing experience or run in standalone mode (Recording mode).

Live Tracing: OT traces are sent in real time to a connected port (USB or Ethernet). It requires a
dedicated application on PC side to collect, decode and monitor Data stream.

Trace Recording: OT traces are stored into a MRM flash memory zone. Its size is 9 437 184 bytes.
On MRM HPRM1 an SDCARD could be optionally used in the future to increase internal memory
capacity in this mode.

Trace File Transfer: Once recording session is over, the content of the trace file can be recovered
from MRM memory either on Trace link or by FTP. This file could be decoded and analyzed by the
dedicated PC tool.

3.3. Trace Protocol

Sierra Wireless uses for OT Feature a proprietary fully documented protocol to decode the trace
frame. Protocol allows future evolution for additional requirement. See [1] for a complete
understanding of the protocol and decoding rules for each GSM Field.

In current protocol version 1.2 the MRM OT Feature delivers 6 kinds of report:

- Layer 1 Report,

- MM Report

- RR Report,

- Message Layer 3
- AT Log,

- Trace Information

4134048 Rev 1.01 Feb 20, 2014 10
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A Simple filtering system allows to select what kind of report to activate in order to decrease memory
footprint especially in record mode.

Some customers may prefer developing their own PC tools instead of using the one provided by
Sierra Wireless in order to interface directly with MRM OT feature. To do so a basic overview of OT
protocol is necessary before reading “2174004 SGCM HPRM1 OT interface protocol specification”
document. OT Feature uses two distinct protocols on two separate COM port if USB is used, on the
same COM port if serial link is used.

0 The bidirectional STMA protocol that controls the features is the protocol used by Scot to
start, stop, add marker, configure clock, get information, start the downloading, checking
Memory usage. This STMA stream is associated to “modem” Com port.

0 The unidirectional Real Time Trace OT protocol is used to output OT trace on a dedicated
“Trace” Com port

3.4. PC GSM-R Trace Tool

A PC Tool called SCOT has been specially developed to provide an ergonomic, easy to use and
complete toolbox to handle trace feature and analyze network information collected during a trace
session.

Tool's main features are listed below. Further details are available in dedicated chapter.

*  Control of the MRM Trace feature.
* Trace file recovering, decoding and recording in clear text.
* Online and Offline trace analysis tool with dedicated screen and toolbox
o Periodic Layer 1 report Tab
0 Layer 3 protocol messages with decoding facilities
o0 Graphical Signal Strength level representation.
0 AT Log Screen

4134048 Rev 1.01 Feb 20, 2014
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3.5. OT feature specificities on GPRM1 versus

HPRM1

Generalities

Monitoring Capacity

GPRM1 HPRM1 Comments
Ethernet v v Front
Usb r o Front

Serving Cell and 6 Neighbors (N/A for
Cell ID neighbors in dedicated mode)
BCCH Serving Cell and 6 Neighbors
BSIC Serving Cell and 6 Neighbors
BCCH Serving Cell and 6 Neighbors
RxLev Serving Cell and 6 Neighbors
C1l and C2 Serving Cell and 6 Neighbors

Neighbor position

Rxqual Depend on communication state

Timing Advance

TCH

Depend on communication state

Depend on communication state

Time Slot Depend on communication state

Layer 1 report Periode

LAC

2 sinidle, 500ms in dedicated mode

MNC

MCC

Layer 3 messages

AT command

Internal clock Time stamp Tdma Tick (4,615ms
Storage Capacity

3 YR R | R BRI R | | CR | R Y | BER IR IER R Y
3 YR R | R BRI R | | CR | R Y | BER IR IER R Y

MRM Internal Memory o o
type NOR Flash | NOR Flash
Depend on Trace Filter
Capacity 10MBytes 10Mbytes |~ 10 hours of L1 report for example
v v

Recover by FTP

Hardware capable on HPRM1 but Not
M 2 P

SDCARD available on current software version.

Graphical presentation

Report in clear text

4134048 Rev 1.01 Feb 20, 2014 12
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3.6. Trace Information Summary

Generalities

Serving
cell

Info mode IDLE mode DEDICATED mode LISTENER
Band Indicator L1 REPORT L1 REPORT, RR REPORT L1 REPORT, RR REPORT
BCCH L1 REPORT L1 REPORT, RR REPORT L1 REPORT, RR REPORT
NCC L1 REPORT L1 REPORT, RR REPORT L1 REPORT, RR REPORT
BCC L1 REPORT L1 REPORT, RR REPORT L1 REPORT, RR REPORT
Cl L1 REPORT L1 REPORT L1 REPORT

MCC (digit 1,2,3) MM REPORT MM REPORT MM REPORT

MNC (digit 1,2,3) MM REPORT MM REPORT MM REPORT

LAC MM REPORT MM REPORT MM REPORT

C1 L1 REPORT NA L1 REPORT
Cc2 L1 REPORT NA L1 REPORT
RXLEV (RLA_C) L1 REPORT NA NA
DSC L1 REPORT NA NA
DSC Max L1 REPORT NA NA

RXLEV-SUB

L1 REPORT

TS NA L1 REPORT, RR REPORT L1 REPORT, RR REPORT
TCH / Hopping mode NA L1 REPORT, RR REPORT L1 REPORT, RR REPORT
Timing Advance NA L1 REPORT NA

Power Level NA L1 REPORT NA

channel mode NA RR REPORT RR REPORT
channel type NA RR REPORT RR REPORT
subchannel NA RR REPORT RR REPORT

MAIO NA RR REPORT RR REPORT

HSN NA RR REPORT RR REPORT

MA frequency list NA RR REPORT RR REPORT

L1 REPORT

4134048

Rev 1.01

Feb 20, 2014
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RXQUAL-SUB NA L1 REPORT L1 REPORT
RXLEV-FULL NA L1 REPORT L1 REPORT
RXQUAL-FULL NA L1 REPORT L1 REPORT
RXLEV-BCCH NA L1 REPORT L1 REPORT
Radio Link Counter NA L1 REPORT L1 REPORT
Radio Link Timeout NA L1 REPORT L1 REPORT
BCCH L1 REPORT L1 REPORT L1 REPORT
NCC L1 REPORT L1 REPORT L1 REPORT
BCC L1 REPORT L1 REPORT L1 REPORT
Cl L1 REPORT NA L1 REPORT
Same LA identificator L1 REPORT NA L1 REPORT
Nelghholiring Cell Barred L1 REPORT NA L1 REPORT
C1 L1 REPORT NA L1 REPORT
C2 L1 REPORT NA L1 REPORT
RXLEV (RLA_C) L1 REPORT NA NA
| enemesresemns S
RXLEV NA L1 REPORT L1 REPORT
Rev 1.01 Feb 20, 2014 14
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4, Working with Network Monitoring
Feature

Almost each control of the Network Monitoring feature is possible through three different interfaces.
This let the user to choose the most suitable way for its need

Control | Interface Comment

Sierra Java Tool GUI . . ..

Tool (SCOT) Sierra Wireless Java application for PC

1(_:ggltomer STMA protocol Let the user develop its own Tool by implementing STMA protocol
.bcs Parameter file
to download No Need to connect a host to control the feature.

Elli-gnt Ethernet Useful to access MRM internal Memory only for Read or Delete

4.1. Trace Feature activation

Feature is automatically activated depending on MRM Software release downloaded into a given
product. Upgrading an MRM with OT Release is a prerequisite before being able to use the trace
mode. The OT Software release naming rules are as follow: Bx5 YY_OT_20200006.hcs.

X: indicates MRM HARDWARE version :
W = ERTMS GPRM1,
M = TDMA GPRM1
E = ERTMS HPRM1
L = TDMA HPRM1

YY: specifies the Major and minor version Formal release

For example BE5_FC_OT_20200006.bcs is an ERTMS HPRMZ1 release including OT Feature with
the same level of Software as the formal release BE5_FC. The software version returned by ATI3
command will be same as for equivalent Formal release, i-e ATI3 = BW5_FC on a MRM upgraded
with BW5_FC_OT_20200006.bcs.

Trace Feature Activation has no effect until a start trace command is received by the MRM.

4134048 Rev 1.01 Feb 20, 2014 15
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Working with Network Monitoring

4.2. Trace activation at startup

Feature

Trace recording (or Live tracing) can be activated at start up using a specific field in flash memory.
This is interesting only when no external connection is possible during the trace session.

Flash is written sequentially, the recording stops when the flash memory is full.

If a record session is stopped in the middle of the memory, the next record starts
where the previous record stopped.

Interface Procedure
1. Go to Boot Config Menu
2. Select Record
=lox]
Boot Configuration Get/Set
Java Tool GUI [ Read |

Record v Write

3. Click the Write Button
Reboot the MRM

Stma protocol

1. Sendthe STMA Command BOOT_TRACE_MODE with parameter
set to Live Tracing or record mode.

2. Reboot your MRM

3. Live tracing or record mode depending on stepl is automatically
started at startup

4. Send the STMA TRACING_STOP command

Parameter File

1. Download the parameter file OT_Activate_Boot_Live_Trace.bcs or
OT_Activate_Boot_Recording.bcs to activate live tracing or recording
on boot.

2. Reboot your MRM

3. Live tracing or Recording is automatically started at startup.

There is 3 ways to stop the record session:
1. Connect the MRM with the Java Too GUI (USB or Ethernet) and to choose to stop the

session.

2. Wait for the flash memory is full
3. Download parameter file OT_DeActivate_Boot_Trace.bcs

Important:

If MRM is switched off during a record session, the recording will restart

at next startup

FTP dump is not available during recording.

Therefore if no USB or Ethernet link is available, it is recommended to wait until the full memory is
filled. In that way, the record is stopped safely (it takes approximately 10 hours to fill the memory).

4134048
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Working with Network Monitoring

Feature

In case MRM is switched off during a record session:

A mechanism is implemented to keep the flash memory in a valid state and preventing from dumping
invalid data. At next startup, the current sector in write access is erased (*). The Write Pointer is set to
the beginning of this sector.

(*) The flash memory is divided in 128 KB sectors. It is not possible to erase less than one sector at a

time.

To deactivate the trace at startup:

Stma protocol

o [=

5> @9

B Boot Configuration

Boot Configuration Gat/Set

L N [wee

Send the STMA TRACING_STOP command

Send the STMA Command BOOT_TRACE_MODE with parameter
set to Off

Reboot your MRM
No trace session will start

4134048

Rev 1.01 Feb 20, 2014
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4.3. Insert a Marker.

While recording the trace or during live tracing, it is possible to insert markers to indicate milestones in
the Trace. The Markers are automatically incremented (first index is 1 and maximum index is 99).

This counter is reset when:

. The Record Tracing mode is stopped or The Trace Record is reset.
. The Live Tracing mode is activated.
. The Trace Tool feature is deactivated.

The Markers will appear in the stored trace with a normalized format, for instance:

Interface Procedure

Click on Marker button.

Java Tool GUI B .
|9 Marker
Stma protocol Send INSERT_MARKER

) NA.
Parameter File

4134048 Rev 1.01 Feb 20, 2014 18
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Working with Network Monitoring
Feature

4.4. Set Trace Filter

5 kinds of OT Traces can be activated independently. The main interest is to save memory and

increase session duration in record mode.

- L1 Report

- RR Report

- MM Report

- Layer Messages
- AT

No operation should be running, otherwise the SET_TRACE_FILTER command is rejected.

This command takes effect immediately, no need to restart the MRM. The trace filter information can

be found in the response to GET_TRACE_INFO command.

& MM report
Layer3 messages

Stma protocol

Read current configuration with GET_TRACE_INFO command
Send SET_TRACE_FILTER Stma command with the Filter configuration.

OT Filter L1 AT.bcs YES NO NO NO YES
OT Filter L1 MM_RR_AT.bcs | YES YES TES NO YES
OT_Filter LAYER_AT.bcs NO NO NO YES YES
OT Filter L1 _LAYER_AT.bcs YES NO NO YES YES
4134048 Rev 1.01 Feb 20, 2014 19
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4.5. Set Horodate

Working with Network Monitoring
Feature

MRM is not able to keep an updated when it is switched off. In order to record the right time
information into the traces, it is necessary to synchronize the host time with the MRM RTC. So the
first think to do before starting any tracing operation is to set horodate to update MRM Hour. The hour
of the OTTraces.bin can differ from local PC Time, because of Daylight Saving Time issue

Interface Procedure

Click clock button on Tool menu bar

D Clock

Java Tool GUI

Stma protocol

SEND_HOST_HORODATE command with local time correctly configured

Parameter File NA

4.6. Live Tracing Mode

4.6.1. Start/Stop Live session

This Live Tracing mode configures the MRM to send

in real time the GSM parameters to a PC

interface. It allows the user to directly monitor on a PC the GSM parameters in Idle, Dedicated or

Listener modes and to save these parameters on the PC.

This mode is totally independent from the Trace Record mode: the GSM parameters are not stored in

MRM memory.

The GSM parameters are displayed and stored in a log file on the PC via the specific application. It is
refreshed every 2 seconds in idle mode and every 500ms in dedicated and listener modes, with no

limitation of time or memory.

The Trace Tool feature has to be activated before using this mode and MRM shall be connected to a
PC. Selecting the Live Tracing option will enable the Start button mode.

Interface Procedure

Java Tool GUI Select Live tracing mode in option Menu.

Push the start/stop button.

@ Live Tracing!

|0' Skart

Send LIVE_TRACING_START then

SHE [ Bl STMA Frame TRACING_STOP.

Parameter File NA

4134048 Rev 1.01

Feb 20, 2014 20
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4.6.2. Output files generated by the Java Tool GUI

After a live tracing, two files are created on the host, [date]Live.bin and [date]Live.txt, with [date]
equals to the current host date. The .bin file contains the raw traces in binary and the .raw file is an
exact copy of the log part.

After a dump, only the binary file is created and it can be decoded in the Tool GUI.

4.6.3. Select trace Link

As briefly explained in chapter §3.3 Trace protocol, OT feature requires Two separate port, one for
controlling the feature and the other for receiving OT traces. User can connect USB or Ethernet on
Front plane to monitor the Feature. If both cables are plugged then USB has priority over Ethernet.

Once the Trace Tool feature is activated, plugging micro USB cable on MRM will emulate two serial
COM ports :

 TRACE port: This port is dedicated to get the trace data from the MRM (i.e. Trace Record or
real time traces)

e MODEM port: This port is dedicated to send and receive commands to/from the MRM
Ethernet uses the TCP protocol.

Figure 1: MRM front view

4.6.3.1. Trace over 96pin Serial trace link

OT feature can be configured over serial com port on the 96pin back plan connector. This mode is
supported by the MRM but not taken into account by Scot PC Tool, indeed this interface is generally
not accessible by an external Tool when MRM is plugged inside a CAB Radio.

However user can decide to develop its own application inside the CAB radio to control and collect
data from OT feature following implementation rules details in [1]. In that case, a dispatcher must be
developed on the host, as both traces and commands are sent on the same Serial Port.

4134048 Rev 1.01 Feb 20, 2014 21
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Settings

Device

® MRM

Port Settings

Trace Fort tdodem Port

NA. Link depend on which physical interface is connected (USB or

e [preess) ETHERNET TCP)

Ethernet connections are established on TCP Port 9999 for traces and TCP Port 9998 for STMA.

The USB connection has the higher priority. So USB cable must be unplugged in order to establish
the TCP connections.

USB YES YES

ETHERNET IMPOSSIBLE YES

4.7. Record tracing mode

The Record Tracing mode allows a user to store the GSM parameters within the MRM.

Reports are saved periodically, every 2 seconds in idle mode and every 500ms in dedicated and
listener modes whereas layer 3 messages are logged synchronously within the MRM memory (NOR
Flash).

The duration of trace recording depends on the communication mode and on trace filter selected. The
Trace Tool feature has to be activated before using this mode.

4134048 Rev 1.01 Feb 20, 2014 22
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4.7.1. Start / Stop recording

There is one single Trace Record file with a limited size of 9Mbytes.

It is possible for the user to start and stop the trace recording as much as needed, the Trace Record
will be sequentially filled up and the history of the previous recordings will not be impacted.

Each beginning and end of traces session is clearly indicated in the final output file with specific tags
and timestamps.

User can repeat the same steps until the trace file is full. New traces are added at the end of the file.

There is no circular buffer which means that when the memory is full the record session will stop and
user cannot record a new session until the memory has been reset. The file Size is updated during
recording. Because of MRM implementation, the file size is incremented by 8 Kbytes steps.

Interface Procedure

Select File Recording mode.

Java Tool GUI g — I
@ []
Push the Record/stop button. I~ RE':DF':IJ StDpJ

Send TRACE_RECORD_START stma command

ST I Send TRACE_RECORD_STOP

Parameter File NA

4134048 Rev 1.01 Feb 20, 2014
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4.7.2. Mandatory erase cases

In order to start a new live session, user must erase the MRM File in these two cases:

- Memory is full
- Memory write Error: incoherency between the write pointer and the flash content

These two errors may be displayed after a record start.

Trace Start Failed

o Memore Full, Flease Erase Flash

Trace Stark Failed

o Memary ¥irite Error, Please Erase Flash

after START_RECORD stma command is sent,
received status = 0x05, Memory Full

Stma protocol or status = 0x07, Write error

4.7.3. Reset the trace record

Trace recording must be stopped before deleting the trace file.

File Size: 7 KB
[a0em sl File Size:  0KB

Send TRACE RECORD RESET stma command

Stma protocol
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Interface Procedure

Connect FTP client to MRM FTP server
FTP Delete Trace file OTTRACE.bin toward FTP Client interface. FileZilla for
example

4.7.4. Getting File size

The Flash memory is NOR, mirror bit technology. Each word has to be erased before programming.
The Flash memory is about 10 Mo size. Exact size is 9 437 184 bytes: 72 sectors, each sector's size
is 128 KB.

During recording, GET_TRACE_INFO returns the current size so it's possible to draw a progress bar
in an application. The progress bar is reflecting memory occupation for the whole flash and the file
size is always displayed near the progress bar.

The horodate of the file is stored in MRM memory each time a recording is started. This information is
provided to FTP client and in the GET_TRACE_INFO response.

Interface Procedure
During recording, The progress bar is reflecting the memory occupationof the
whole flash
Java Tool GUI
[e— File Size: 7 KB
Stma protocol Send GET_TRACE_INFO stma command
Parameter File NA
Connect FTP client to MRM FTP server. The File size is displayed near
FTP OTTRACE.bin in FTP Client interface, FileZilla for example

4134048 Rev 1.01 Feb 20, 2014

25



Working with Network Monitoring

MRM OT User Guide Feature

4.7.1. Recover Record trace file

® Dump Trace File
| Download

ke

sl File Size: 1KB

Send TRACE RECORD TRANSFER START stma command

FTP Connect FTP client to MRM FTP server
Copy Trace file OTTRACE.bin to PC directory toward FTP Client interface.
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47.1.1. Connect FTP client to MRM FTP server

FTP Can be used to download a new software from host to MRM or to transfer the OT Trace File from
MRM to host. Free software like Filezilla FTP client can be used for example.

To connect your FTP client to MRM FTP server :
Default IP address is : 10.10.10.03
Login: mrm

password: mrm

When connected to MRM server, user have access to 3 directories:

- firmware (for downloading a new software)
- journal (for future use)

- ottraces (this is where you can get the OT trace file OTTraces.bin)

Note: the file OTTraces.bin is displayed only if the trace file is not empty and if there is no OT
operation running.

&z Mouveau site - mrm@10.10.10.03 - FileZilla = IEIIE'
Fichisr Edition Affichage Transfert Serveur Favoris 7 Mouvelle version disponible |
B EEEEFRE s [N
"Hﬁte i Identifiant : Mot de passe | | Port I Connexion rapide Ivl
Réponse | 220-Local time is now 06:30, Server port: 21, ;I
Réponse 220-This is & private system - No anonymous login
Reéponse : 220 You will be disconnected after 15 minutes of inactivity,
(Commands ; LISER. mrm
Réponse | 331 User mrm O, Password required
(Commands ! PASS Hkk
Reéponse #30 OK. Current restricted directory is |
Skatut Server does not suppork non-A5CIT characters,
Statut Cannects
Skakut Démarrage du kéléchargement de fottraces/OTTRACES.EIN
Commande CWwD [ottraces
Réponse ; 2500, Current directary is fottraces
Commands ! PWD
Réponse 257 "fattraces” is your current location
Commande : TYPE I
Réponse | 200 TYPE is now 8-bit binary
Commands | PASY
Reponse : 227 Entering Passive Mode {10,10,10,3,180,166)
(Commands ; RETR. OTTRACES.BIM
Réponse @ 150-Accepked data conmection
Réponse 150 20916 kbykes ko download 8
Site local | C:\Templ, j Site distant | | fottraces j
| E Temn ;I 25!
1) tools iy Firmware
1) WINDOWS 1% journal
[sH -7 ottraces
BDE
E S8 T: (frim-nas0l. sierrawireless. localifile)
B3 W (1ifrim-nasn. sierravireless.local|wmidb)
(-5 Z: (4frim-nv-fl01{Sagemcom|groupe0lurdl ) -
Mom de fichier  # | Taille de fic. .. | Twpe de fichier | Dernigre modification | Mo de Fichisr  / | Taille de fi... I Type de fic... I Dernigre modifi... | Droits d'accés
|Z3mrmem Dossier de fichiers  13/06/2013 17:39:58 IZZZITTF!AIZ:ES.EIII"J 2141990 Fichier BIN 01/01/1970 01:... 0666
Cpwg Daossier de fichiers  13f06/2013 18:02;01
scr Dossier de fichiers  29/04/2013 14:30: 36
@2174004 SGCM HPRMI OT inkerfac... 493974  Microsoft Word ... 05/06j2013 10:57:49
HAutDtest 1.5.72 6233774 Fichier 72 24/04/2013 17:00:23
nskpExtmemt\2neptsd_grt_8w_asc... 195900 Fichier O 20002/2013 19:08:36
@OTTRF\CES.BIN 2141990 Fichier BIN 13/08/2013 10:53:42 4 I LI
4 fichiers et 3 dossiers. Tails totale : 9 065 638 octets Selection de 1 fichier, Tallle totale : 2 141 990 octets
Serveur | Fichier local | irection | Fichier distant | Taille | Pricrité | Statur
4 mrm@10.10.10,03
| | ciTemplscrOTTRACES.BIN £ fottraces/OTTRACES.EIN 2141990 MNormale  Transfert en cours
00:00:04 éroulées)  O0:00:05 restante(s) 1 048 576 ockets (321,1 Kiofs)
| Fichiers en file d'attente (1) |_Transferts échougs ' Transferts réussis |
£ B [File dattente : 2,1 Mio Gey

Figure 2: FTP transfer with Filezilla
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4.8. Restrictions

4.8.1. Serial Link

If a Serial link is used, a dispatcher must be developed on the host, as both traces and commands are
sent on the same Serial Port.

4.8.2. Master/Slave Command/Response STMA
Protocol
The MRM is seen as a slave and the host is the master. It means that the MRM will never send any
message from his own initiative.

GET_TRACE_INFO command can be sent at any time to get the current state or the remaining free
memory and others information. This command can be used in a polling process.

4.8.3. Ethernet Link (TCP)

« Ethernet link is operational one minute after startup. The connection cannot be established
before.

e If the Ethernet cable is unplugged during a trace session, the connection is not lost from the
MRM point of view. So if the socket is closed on the host, the MRM won't accept any other
TCP client and it has to be restarted to establish the connection again.

e USB Cable must be unplugged to be able to use TCP link

4.8.4. Mono Operation

Only one operation can be performed at a given time. For example it's not possible to start a
recording and to start a live tracing at the same time.
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5. PC interface

5.1. Serial COM ports via USB

Prerequisites:

1. Make sure that the latest SAGECOM USB driver is properly installed on your PC

2. Check that the Trace Tool feature is activated on the TiGR (Icon “TR” is displayed in Idle
screen)

3. Plug the MRM to PC via the provided USB cable
4. Check the COM ports (see below the “Link setup” part)
5. Open the PC application SCOT

Link setup:

Once the Trace Tool feature is fully activated, two serial COM ports via USB are created:

. TRACE port: This port is dedicated to get the trace data from the MRM (i.e. Trace Record or
real time traces)

. MODEM port: This port is dedicated to send commands to the MRM

Check with the Windows Device Manager that the two COM ports are correctly set and note the
number of the TRACE port:

..E..', Gestionnaire de périphériques & I O ZI

Fichier  Action  Affichage 7

= | B FS 2E A =88
=) RMM-P1186927

ﬂ Cartes graphiques

H iZarkes réseau

- Claviers

=) Contrdleur de lecteur de disquettes
=) Contrdleurs ATAJATAPT IDE

@ Contrileurs audio, vidéo et jeu
g Contrdleurs de bus USE

- Lecteurs de cartes & puce
ik Lecteurs de CO-ROM/DYD-ROM
- Lectglis da-d

USE Mobile Pseuda COC Mademn
LISE Mobile Pseuds race

Db
- -3 Ordinateur
-8 Périphériques dinterface utlisateur (HID)
- ' Périphériques systéme

- Ports (COM et LPT)

ﬂ Processeurs

B~ 5M Driver

'J Souris et autres périphériques de pointage
i Volumes de stockage
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Propriétés de USB Mobile Pseudo CaC Trace i k| X.l
Géngral Modem I Diﬂgnuslicsl Paraméiies avanc‘és.l Pilate I Détﬂi_l_sl

P

= #alume dibautmareur

Bas J— Eleve
i i

[ Vitesss

- Contréle de numeratation

I Bttendre Ja tonalts avantla pumeratatian

o _|

Figure 3: Example of COM port configuration on Windows

5.2. SCOT PC Software

PC interface

Scot is a PC application specifically designed for easily handling the Trace Tool feature of the MRM.

It allows a user to:

e Upload the OT Trace Record from the MRM to a file on the PC with a text format easy to

analyze.

e Monitor in real time the GSM-R parameters of trace on a PC screen with a clear graphical

presentation in form of chart, log and table.
e Analyze the raw file of OT or AT trace.
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Bscot 135

File View Options About

PC interface

ALIES

B Restore ) Clean @ Start M Stop [ Settings 3% Debug (5 Clock § Marker

O Live Tracing Dump Trace File

File Recording

File Size: XY000{ KB

Liva Tracing fode

-40
0
0
-0

Rxlev

-80

40
-100
-110

_Serwng Cell: (280813 15:50,-81)I

16:50:00

16:50:30
Time

~*Serving Cell

CELLPOSTON |CELLD | BCCH | BSC | RMLEV  RXLEV.SUB |RXLEV_FULL |RXLEV BCCH |RYQUAL SUB | RXQUS
Serving cell 10100 970 42 ] -B1dBm A8 fob] 0 0
Meighborcell — ##* 261 42 -B6dBm  *e o o] o it
< i |
Timestamp - [ 558,607 seconds] -- type @ LayerMessage-- SubType L3 : :

16:50:47 —- Direction: DownLink |BCCH: 970 RR. System information type 5 |Data: 061D9FEQ80000000000000!
[Hexa] : 02 90 00 1a 12 20 15 af 6a 81 00 12 06 15 dd 1d 00 58 04 40 00 00 00 00 00 00 00 00 00 00 34 0F
Timestamp - [ #558,663 seconds] -- type @ LayerMessage-- SubType L3 :

16:50:47 -- Direction: UpLink |BCCH: O RR. Heasurement report |Data: 0615DD1D00S80440000000000000000
Timestamp - [ 558,870 seconds] -- type @ MeasureReport-- SubType L1ReportDedicated:

16:50:47 -- Serving Cell: Cell ID: 10100 |BCCH: 970 [BSIC: 42 [RALEV: -BldBm [REQUAL_Sub: O [RXQUAL_FULL: 0O [TCH
|| 16:50:47 -- Neighbour Cell: BCCH: 961 [BSIC: 42 |RELEV: -86dBm

L - Timestamp - [ 6558087 seconds] -- type  LayerMessage-- SubType L3
Timesta... | Dir |Short_pd  Stack | Header 16:50:47 -- Direction: DownLink |BCCH: 970 RR. System information type 6 |Data: 061E277402F84107D8D4104
! el Timestamp - [ 6559,143 seconds] -- type @ LayerMessage-- SubType L3 :
2123?3 Bgmtmk g EE‘ ?XSE’??Q?; : 16:50:47 -- Direction: UpLink |BCCH: O RR. Heasurement report |Data: 0615DD1D00580440000000000000000
6163I13m Downlink. 0 RRI e . Timestamp - [ 559,198 seconds] -- type @ MeasureReport-- SubiType MMReport:

i i ) Service State : 02 |LAC : 2008 [|MCC : 208 |MMC : 14
616318, Uplink 0 RR, Measurem [Hexa] : 02 90 00 Oc 12 04 15 af e0 a7 8h ca 01 83 ca 00 7e 03
6163.67.. DDWInL‘”k 0 RR, System Inf Timestamp - [ 6559,207 seconds] —- type © MeasureReport-- SubType RRReporthoHop:
fﬂr‘iq it Halink 1 RR haa o handIndicator : 00 | wSch : 01 | hoppingMode : 00 | timeSTot : 07 | ncc : 04 | hoo 202 | hoeh @ 970 | channel

Timestamy - [ #559,374 ceconds] -- type @ MeasureReport-- SubType L1ReportDedicated:

16:50:48 -~ Serwing Cell: Cell ID: 10100 |BCCH: 970 |BSIC: 42 [RELEV: -31dBm |RRQUAL_Sub: O [RE0UAL_FULL: O |TCH
e = 16:50:48 -- Meighbour Cell: BCCH: 961 [BSIC: 42 |RMLEY: -&6dBm
Timestamp | Dir Timestamp - [ 6359,567 seconds] -- tvpe © LayerMessage-- SubType L3 @
6483.0756c - ATDTR rese 7 16:50:48 —- Direction: DownLink |BCCH: 970 RR. System information type 5 |Data: 061D9FEQB0000000000000
6184.294 5 i MO CARRIER [Hexa] : 02 90 00 1a 12 20 15 h0 3a 81 00 12 06 15 dd 1d 00 58 04 40 00 00 00 00 00 00 00 00 00 00 7h 03
£100.0475: s AT Timestamp - [ 6559,623 seconds] -- type @ LayerMessage-- SubType L3 @
6189.04255 <o SACEM BW Db 16:50:48 -- Direction: UpLink |BCCH: O RR. Heasurement report |Data: 06150D10005804400000000000000000
G1A9.0425: o 0k Timestamp - [ 6558,876 seconds] -- type @ MeasureReport-- SubType L1ReportDedicated:

i n : 16:50:48 -- Serwing Cell: Cell ID: 10100 |BCCH: 970 |BSIC: 42 |RELEV: -3L1dBm |RRQUAL_Sub: O |RaQUAL_FULL: © |TCHD
6209.5295 > ATDH 74220, 1650148 - Neighbour Cell: BCCH: 961 [BSIC: 42 IRALEV: -86dEm -
_63_2_'05545 & Ok ¥ Timestamp - [ 560,047 seconds] -- type @ LayerMessage-- SubType L3 v
N - = e < — - e e = s e

Figure 4 SCOT Software GUI
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